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MicroMDM 
in AWS

Middleware 
flask app

Munki Devices 

Install, update, remove mobileconfig profiles

Install and remove Managed Apps (VPP)

https://github.com/munkimdm/munkimdm
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How can we keep doing what we're doing  
with all the increased security postures
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Windows

Nothing in source control 
Still monolith imaging 
Still tied to on prem GPO 
Zero off site device connection  (except if on VPN) 
No MDM 
Two aging local on prem servers 
Dependant on 3rd party vendor for imaging and 
software deployment  
Black box. No idea who did what, when, where, how. 
Near zero documentation and what existed was 
on....Word files. Word. Files. The horror.
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Repo & Documentation
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DevOps Benefits and Advantages
Built-in Audit Trails

Access Controls

Documentation is 
built in to the process 

Scalability

Disaster Recovery Change 
Management

Collaboration

Rollback Capabilities

Git
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Local 
GitLab
VM
Running on centOS 
Managed by our server team 
Constant patching and vulnerabilities. 
First migrated it to Azure as a legacy VM + DB cloud infra -- costly and similar setup 
Trying to figure out GitLab Runners gave me a headache.



Cloud 
GitLab
VM

Figuring out runners  

Kubernetes clusters '



Where do 
we move to?

Azure DevOps



Azure DevOps
Simple! 
Everything I needed out of the box: 
Repos, Pipelines, Artifacts, Boards. 
Entra SSO sign ins -- easy internal link 
sharing and permission mgmt 
Robust az devops and Graph APIs

















Fully DevOps Munki
Admins local working copies 
Git Repos 
Git Hooks 
CI/CD Pipeline 
Cloud serverless infra 
Updating local cache 
Dynamic Repo URL



Before that though... 

First part of the migration



Inventory
Asking end user for device info?!





Inventory

http://munki.domain.com/enroll/computers.csv

Munki preflight

Single Local Mac 
Exporting with local osascript 
VNC'ing into that one Mac 
Numbers and iCloud sharing (

http://munki.domain.com/enroll/computers.csv


Inventory

http://munki.domain.com/enroll/computers.csv

Munki preflight

Determines Munki's manifests 
Asset tag and Serial 
Catalog (Staff, Faculty, Curriculum, Kiosk) 
Area 
Location 
Username

http://munki.domain.com/enroll/computers.csv


Inventory
Terraformed in Azure 
PaaS / Serverless  
REST API 
It's awesome!

https://registry.terraform.io/modules/rodchristiansen/snipeit/azurerm



Munki Manifests
Inventory poller every minute 
Caches export into a `staging/assets.csv` 
Compares hashes, if changed create a PR 
We review PR and approve/abandon 
If approved, pipeline runs and creates csv 
files for each individual system that needs 
inventory data 
Each system has a csv













Inventory

http://munki.domain.com/enroll/computers.csv

Determines what apps, prefs, printers, etc. 
Fully git'ed 
Forces accurate inventory

Munki preflight Munki Manifest: 
Assigned/Staff/IT/B1115/RodChristiansen

http://munki.domain.com/enroll/computers.csv
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Munki Manifests
Inventory poller every minute 
Caches export into a `staging/assets.csv` 
Compares hashes, if changed create a PR 
We review PR and approve/abandon 
If approved, pipeline runs and creates csv 
files for each individual system that needs 
inventory data 
Each system has a csv



Each admin has the entire repo locally 
Git repo source controls manifests and pkgsinfo 
Git hooks - the key for syncing pkgs (and icons).  
Git Pull run downloads. Git Push runs uploads. 
Catalogs built by CI/CD pipeline on commits to main 
Pipeline pushes repo data to cloud bucket and purges/
invalidates CDN cache 
A pipeline successful run messages Service Bus 
Local caching servers git pull and download pkgs 
Seamless switching between on/off prem with preflight

Fully DevOps Munki



Each admin has the entire repo locally



Each admin has the entire repo locally



./.githooks - triggers pkgs download/upload 

./deployment/manifests 

./deployment/pkgsinfo 

./functions - func source code (such as Basic Auth) 

./infrastructure - terraform plan for munki infra 

./packages - source of all munki pkgs projects 

./pipelines - all munki repo related CI/CD YAML files 

./profiles - source of all .mobileconfig we deploy 

./provisioning - bootstrapping munki workflows 

Repo



Ties together upload/download of manfiests, 
pkginfo, and pkgs at the same time. 
Git Pull runs post-merge hook to download 
Git Push runs pre-push hook to upload 
Keep your hooks in ./.githooks and set  
git config core.hooksPath .githooks 

No middleware repo plugin - sync headache 

Git Hooks



#!/usr/bin/env zsh 
# 
# ────────────────────────────────────────────────────────────────────────────── 
#  post-merge hook  –  refreshes local Munki cache after every merge / pull 
# 
#  • Fires automatically after: 
#       - `git pull` (even fast-forward)         - `git merge` 
#       - `git checkout <branch>`                - rebases that move HEAD 
# 
#  • Mirrors four folder sets down from S3: 
#       1. /deployment/icons     (exact mirror, --delete) 
#       2. /deployment/catalogs  (exact mirror, --delete) 
#       3. /deployment/pkgs      (exact mirror, --delete) 
# 
#  • Unified include/exclude rule-set starts with `--exclude *` so hashed 
#    filenames never match and are skipped. 
# 
#  • Daily rotating log kept in .git/logs (7-day retention). 
# ────────────────────────────────────────────────────────────────────────────── 

set -euo pipefail 
set -f 
setopt null_glob 

BASE="$HOME/DevOps/Munki" 
BUCKET='s3://ecuad-macadmins-munki-cloud-s3-bucket/repo' 
AWS=$(command -v aws) 

# ── logging ──────────────────────────────────────────────── 
LOGDIR="$BASE/.git/logs" 
mkdir -p "$LOGDIR" 
TODAY=$(date +%F) 
LOGFILE="$LOGDIR/hook-post-merge-download-$TODAY.log" 
: >"$LOGFILE" 
find "$LOGDIR" -name 'hook-post-merge-download-*.log' -mtime +7 -exec rm {} \; 

log() { 
  local ts=$(date '+%Y-%m-%d %H:%M:%S') 
  printf '%s %s\n' "$ts" "$*" | tee -a "$LOGFILE" 
  logger -t 'ca.ecuad.macadmins.munki.post-merge' "$*" 
} 

next_index() { 
  local max=0 
  for f in "$LOGDIR"/hook-post-merge-download-"$TODAY"-*; do 
    [[ -e $f ]] || continue 
    local n=${f##*-}; n=${n%.log} 
    (( n > max )) && max=$n 
  done 
  echo $((max+1)) 
} 

# ── branch gate ──────────────────────────────────────────── 
current_branch=$(git symbolic-ref --quiet --short HEAD || true) 
if [[ "$current_branch" != "main" ]]; then 
  log "Skipping downloads – we are in branch '$current_branch', not main." 
  mv "$LOGFILE" "${LOGFILE%.*}-$(next_index).log" 
  exit 0 
fi 

log "On branch 'main' – running downloads" 

# ── open Console for live view ───────────────────────────── 
open -a Console "$LOGFILE" || true 
trap 'killall Console 2>/dev/null || true' EXIT 

# ── include / exclude rules ──────────────────────────────── 
typeset -a RULES=( 
  --exclude '*' 
  --include '*.yaml' --include '*.yml' --include '*.json' --include '*.plist' 
  --include '*.sh' --include '*.py' 
  --include '*.pkg' --include '*.dmg' --include '*.zip' --include '*.tar.gz' 
  --include '*.png' --include '*.icns' --include '*.svg' 
  --exclude '.DS_Store' --exclude '**/.DS_Store' --exclude '*.git/*' 
) 

typeset -a PAYLOAD_RULES=( --exclude '*' --include '*/payload/**' ) 

# ── downloads ────────────────────────────────────────────── 
log '▶ downloading deployment/icons' 
"$AWS" s3 sync "$BUCKET/deployment/icons/"    "$BASE/deployment/icons"    \ 
  "${RULES[@]}" --delete | tee -a "$LOGFILE" 

log '▶ downloading deployment/catalogs' 
"$AWS" s3 sync "$BUCKET/deployment/catalogs/" "$BASE/deployment/catalogs" \ 
  "${RULES[@]}" --delete | tee -a "$LOGFILE" 

log '▶ downloading deployment/pkgs' 
"$AWS" s3 sync "$BUCKET/deployment/pkgs/"     "$BASE/deployment/pkgs"     \ 
  "${RULES[@]}" --delete | tee -a "$LOGFILE" 

log 'Git post-merge hook complete' 
mv "$LOGFILE" "${LOGFILE%.*}-$(next_index).log"

post-merge

Triggers after every pull/merge/checkout on main 
Syncs icons, catalogs, and pkgs from cloud bucket to local 
Strict error handling plus daily rotating log in .git/logs 
Skips when not on main 
Idempotent, repeat runs are harmless



Azure hook sample:  
https://github.com/rodchristiansen/munki-devops/blob/main/githooks/azure/post-merge 

AWS hook sample: 
https://github.com/rodchristiansen/munki-devops/blob/main/githooks/aws/post-merge

https://github.com/rodchristiansen/munki-devops/blob/main/githooks/aws/post-merge


#!/usr/bin/env zsh 
# 
# ────────────────────────────────────────────────────────────────────────────── 
#  pre-push hook  –  safe bucket upload for Munki repo 
# 
#  • Only runs the bucket upload when pushing *main*. 
#      – Any other branch → skip upload, allow push. 
#  • If on main, aborts when behind origin/main (unless it can fast-forward). 
#  • Daily log rotation, Console.app live view, unified include/exclude rules. 
# ────────────────────────────────────────────────────────────────────────────── 
set -euo pipefail 
set -f 
setopt null_glob 

BASE="$HOME/DevOps/Munki" 
BUCKET='s3://ecuad-macadmins-munki-cloud-s3-bucket/repo' 
AWS=$(command -v aws) 

# ── logging ──────────────────────────────────────────────────────────────── 
LOGDIR="$BASE/.git/logs" 
mkdir -p "$LOGDIR" 
TODAY=$(date +%F) 
LOGFILE="$LOGDIR/hook-pre-push-upload-$TODAY.log" 
: >"$LOGFILE" 
find "$LOGDIR" -name 'hook-pre-push-upload-*.log' -mtime +7 -exec rm {} \; 

open -a Console "$LOGFILE" || true 
trap 'killall Console 2>/dev/null || true' EXIT 

log() { 
  local ts=$(date '+%Y-%m-%d %H:%M:%S') 
  printf '%s %s\n' "$ts" "$*" | tee -a "$LOGFILE" 
  logger -t 'ca.ecuad.macadmins.munki.cloud-repo-upload' "$*" 
} 

next_index() { 
  local max=0 
  for f in "$LOGDIR"/hook-pre-push-upload-"$TODAY"-*; do 
    [[ -e $f ]] || continue 
    local n=${f##*-}; n=${n%.log} 
    (( n > max )) && max=$n 
  done 
  echo $((max+1)) 
} 

# ── branch gating ─────────────────────────────────────────────────────────── 
current_branch=$(git symbolic-ref --quiet --short HEAD || true) 

if [[ "$current_branch" != "main" ]]; then 
  log "Skipping uploads – we are in branch '$current_branch', not main." 
  mv "$LOGFILE" "${LOGFILE%.*}-$(next_index).log" 
  exit 0          # allow push to proceed with no upload 
fi 

# ── safety guard (main only) ──────────────────────────────────────────────── 
git fetch --quiet origin main 

behind=$(git rev-list --count HEAD..origin/main || echo 0) 

if (( behind > 0 )); then 
  log "Local main is $behind commit(s) behind origin/main – running git pull first" 

  if git pull --ff-only origin main; then 
    log "Git Pull with fast-forward successful – now at $(git rev-parse --short 
HEAD)" 
  else 
    log "Push cancelled: local main is missing commits from origin/main and needs a 
manual merge or rebase." 
    exit 1 
  fi 
fi 

log "On branch 'main' – running uploads" 

# ── include / exclude rules ──────────────────────────────────────────────── 
typeset -a RULES=( 
  --exclude '*' 
  --include '*.pkg'  --include '*.dmg'  --include '*.zip'  --include '*.tar.gz' 
  --include '*.png'  --include '*.icns' --include '*.svg' 
  --include '*.yaml' --include '*.yml'  --include '*.json' --include '*.plist' 
  --exclude '.DS_Store' --exclude '**/.DS_Store' --exclude '*.git/*' 
) 

# ── /deployment/icons ─────────────────────────────────────────────────────── 
log '▶ uploading deployment/icons' 
"$AWS" s3 sync "$BASE/deployment/icons" "$BUCKET/deployment/icons/" \ 
  "${RULES[@]}" --delete | tee -a "$LOGFILE" 

# ── /deployment/pkgs ──────────────────────────────────────────────────────── 
log '▶ uploading deployment/pkgs' 
"$AWS" s3 sync "$BASE/deployment/pkgs" "$BUCKET/deployment/pkgs/" \ 
  "${RULES[@]}" --delete | tee -a "$LOGFILE" 

log '✔ pre-push completed' 
mv "$LOGFILE" "${LOGFILE%.*}-$(next_index).log"

pre-push

Triggers with git push, so you can collect multiple commits 
Uploads icons and pkgs folder to cloud bucket 
Runs only when pushing main 
Fast-forwards if behind origin; otherwise aborts the push 
Daily rotating log in .git/logs



Azure hook sample:  
https://github.com/rodchristiansen/munki-devops/blob/main/githooks/azure/pre-push 

AWS hook sample: 
https://github.com/rodchristiansen/munki-devops/blob/main/githooks/aws/pre-push





Triggers when repo changes on main 
Spins up a macOS hosted cloud vm agent 
Installs Munki tools from an artifact with choices xml 
makecatalogs builds fresh catalogs 
Catalogs pushed to bucket 
Munki manifests and pkgsinfo folders pushed to bucket 
CDN cache purged/invalidated so clients fetch new data 
Service Hook sends message to Service Bus

Push to Prod Pipeline



Push to Prod Pipeline



Push to Prod Pipeline



Push to Prod Pipeline



Push to Prod Pipeline



Push to Prod Pipelinetrigger: 
  branches: 
    include: 
      - main 
  paths: 
    include: 
      - /deployment/** 

pool: 
  vmImage: 'macOS-13' 

variables: 
  - group: munki-repo-secrets 
  - name: S3_BUCKET_NAME 
    value: 'ecuad-macadmins-munki-cloud-s3-bucket' 
  - name: azureServiceConnection 
    value: 'ITS - Infrastructure - DevOps (59d35012-b593-4b2f-bd50-28e666ed12f7)' 
  - name: REPO_PATH 
    value: '/deployment' 
  - name: MUNKI_VERSION 
    value: 'latest' 

stages: 
- stage: PushMunkiRepo 
  jobs: 
  - job: CloudDeploy 
    steps: 
    - checkout: self 
      clean: true 
      persistCredentials: true 
      displayName: 'Checkout Repository' 

    - script: | 
        # Enable sparse checkout to include the necessary paths 
        git sparse-checkout init --cone 
        git sparse-checkout set deployment pipelines 
      displayName: 'Enable sparse checkout' 

    - script: | 
        # Check and install Command Line Tools if not already installed 
        if ! xcode-select -p &>/dev/null; then 
          echo "Installing Command Line Tools..." 
          sudo xcode-select --install 
        else 
          echo "Command Line Tools already installed" 
        fi 
      displayName: 'Check and install Command Line Tools' 

    - task: DownloadPackage@1 
      inputs: 
        packageType: 'upack' 
        feed: 'f6d33719-4062-45ea-af9e-4e4f881c1409/f471c0ec-b44e-4a98-b737-ab04fe36e448' 
        view: 'f9e45205-3e49-45f1-aeab-6ad8fe28746e' 
        definition: '8f932bc8-04eb-4210-8594-2f6c4f4d892f' 
        version: '6.5.1' 
        downloadPath: '$(System.ArtifactsDirectory)' 
      displayName: 'Download Munki tools from Azure Artifacts' 

    - script: | 
        # Verify if the choices XML file exists and is readable 
        if [ ! -f "$(Build.SourcesDirectory)/pipelines/munki-tools-choices.xml" ]; then 
          echo "Choices file $(Build.SourcesDirectory)/pipelines/munki-tools-choices.xml not found!" 
          exit 1 
        fi 

        echo "Installing Munki tools with specified choices..." 
        retry_count=0 
        max_retries=5 
        success=false 

        while [ $retry_count -lt $max_retries ]; do 
          sudo installer -pkg "$(System.ArtifactsDirectory)/munki-tools.pkg" -applyChoiceChangesXML $
(Build.SourcesDirectory)/pipelines/munki-tools-choices.xml -target / 
          if [ $? -eq 0 ]; then 
            success=true 
            break 
          fi 
          retry_count=$((retry_count + 1)) 
          echo "Installation failed. Retrying $retry_count/$max_retries..." 
          sleep 5 
        done 

        if [ "$success" = false ]; then 
          echo "Failed to install Munki tools after $max_retries attempts" 
          exit 1 
        fi 
      displayName: 'Install Munki tools' 

    - script: | 
        # Verify installation 
        if [ ! -x /usr/local/munki/makecatalogs ]; then 
          echo "makecatalogs not found after installation!" 
          exit 1 
        fi 

Azure DevOps pipeline sample:  
https://github.com/rodchristiansen/munki-devops/blob/main/pipelines/
azure/push-to-production-aws.yml 
https://github.com/rodchristiansen/munki-devops/blob/main/pipelines/
azure/push-to-production-azure.yml 

GitHub Action pipeline sample:  
https://github.com/rodchristiansen/munki-devops/blob/main/pipelines/
github/push-to-production-aws.yml 
https://github.com/rodchristiansen/munki-devops/blob/main/pipelines/
github/push-to-production-azure.yml 

https://github.com/rodchristiansen/munki-devops/blob/main/pipelines/azure/push-to-production-aws.yml
https://github.com/rodchristiansen/munki-devops/blob/main/pipelines/azure/push-to-production-aws.yml
https://github.com/rodchristiansen/munki-devops/blob/main/pipelines/azure/push-to-production-azure.yml
https://github.com/rodchristiansen/munki-devops/blob/main/pipelines/azure/push-to-production-azure.yml
https://github.com/rodchristiansen/munki-devops/blob/main/pipelines/github/push-to-production-aws.yml
https://github.com/rodchristiansen/munki-devops/blob/main/pipelines/github/push-to-production-aws.yml
https://github.com/rodchristiansen/munki-devops/blob/main/pipelines/github/push-to-production-azure.yml
https://github.com/rodchristiansen/munki-devops/blob/main/pipelines/github/push-to-production-azure.yml




Munki Cloud Terraform
Azure Storage Blob | AWS S3 Bucket 

Azure Function | AWS Lambda 

Azure FrontDoor | AWS CloudFront 

Everything Munki serves lives here as static objects. 

A tiny auth shim so only clients get in 

Fast edge cache for off prem



Terraform Munki
Terraform Munki in Azure 
https://registry.terraform.io/modules/rodchristiansen/munkirepo/azurerm 

Terraform Munki in AWS by Graham Gilbert: 
https://registry.terraform.io/modules/grahamgilbert/munki-repo/aws

data "azurerm_subscription" "current" { 
} 

# Azure Resource Group 
resource "azurerm_resource_group" "rg" { 
  name     = "Munki" 
  location = "Canada Central" 
  tags = { 
    GitOps = "Terraformed" 
  } 
} 

# Azure Key Vault with RBAC 
resource "azurerm_key_vault" "kv" { 
  name                        = "munki-repo-secrets" 
  location                    = azurerm_resource_group.rg.location 
  resource_group_name         = azurerm_resource_group.rg.name 
  sku_name                    = "standard" 
  tenant_id                   = var.azure_tenant_id 
  soft_delete_retention_days  = 90 
  purge_protection_enabled    = true 
  enable_rbac_authorization   = true 

  network_acls { 
    default_action = "Allow" 
    bypass         = "AzureServices" 
  } 
} 

# RBAC Role Assignment - Key Vault Administrator 
resource "azurerm_role_assignment" "key_vault_admin" { 
  scope                = azurerm_key_vault.kv.id 
  role_definition_name = "Key Vault Administrator" 
  principal_type       = "Group" 
  principal_id         = var.devops_resource_infrasec_group_object_id 
} 

# Create Azure Storage Account with Soft Delete enabled 
resource "azurerm_storage_account" "repo" { 
  name                     = "munkicloudstorage" 
  resource_group_name      = azurerm_resource_group.rg.name 
  location                 = azurerm_resource_group.rg.location 
  account_tier             = "Standard" 
  account_replication_type = "LRS" 

  blob_properties { 
    delete_retention_policy { 
      days = 7 
    } 
  } 
} 

# Create an Azure File Share 
resource "azurerm_storage_share" "fileshare" { 
  name                 = "repo" 
  storage_account_name = azurerm_storage_account.repo.name 
  quota                = 500 
} 

resource "azurerm_role_assignment" "smb_contributor" { 
  scope                = "/subscriptions/${data.azurerm_subscription.current.subscription_id}/
resourceGroups/${azurerm_resource_group.rg.name}/providers/Microsoft.Storage/storageAccounts/$
{azurerm_storage_account.repo.name}/fileServices/default/shares/$
{azurerm_storage_share.fileshare.name}" 
  role_definition_name = "Storage File Data SMB Share Contributor" 
  principal_id         = var.devops_resource_infrasec_group_object_id 
} 

# Role assignment to give the service principal access to the storage account 
resource "azurerm_role_assignment" "blob_contributor" { 
  scope                = azurerm_storage_account.repo.id 
  role_definition_name = "Storage Blob Data Contributor" 
  principal_type       = "Group" 
  principal_id         = var.devops_resource_infrasec_group_object_id 
} 

# Create Role Assignment for Blob Access 
resource "azurerm_role_assignment" "blob_contributor_devops" { 
  scope                = azurerm_storage_account.repo.id 
  role_definition_name = "Storage Blob Data Contributor" 
  principal_id         = "1eb0e88c-e07d-4f37-8281-b6153b96252d"  # Service Principal for Devices 
DevOps Project 
} 

# Create a Blob Container for the Munki repo 
resource "azurerm_storage_container" "repo" { 
  name                  = "repo" 
  storage_account_name  = azurerm_storage_account.repo.name 
  container_access_type = "private" 
} 

resource "azurerm_storage_container" "logs" { 
  name                  = "logs" 
  storage_account_name  = azurerm_storage_account.repo.name 
  container_access_type = "private" 



Terraform Munki Cloud
Terraform Munki in Azure 
https://registry.terraform.io/modules/rodchristiansen/munkirepo/azurerm 

Terraform Munki in AWS by Graham Gilbert: 
https://registry.terraform.io/modules/grahamgilbert/munki-repo/aws



Munki Cloud Infra Pipeline
Triggers on main when infrastructure/ or functions/ change 
Terraform init → plan → apply (if has changes) 
Terraform remote state saved in a central Azure Blob 
ZIP deployed to Linux Function App via service connection 
Secrets come from variable group

trigger: 
  branches: 
    include: [main] 
  paths: 
    include: 
      - infrastructure/* 
      - functions/* 

pool: 
  vmImage: ubuntu-latest 

variables: 
- group: repo-secrets 
- name: pythonVersion 
  value: '3.11' 
- name: terraformVersion 
  value: '1.7.x' 
- name: azureServiceConnection 
  value: 'AZURE-SERVICE-CONNECTION' 
- name: functionAppName 
  value: 'FUNCTION-APP-NAME' 
- name: functionAppDirectory 
  value: 'functions' 

stages: 
# ───────────────────── Terraform ───────────────────── 
- stage: TerraformInfra 
  jobs: 
  - job: Terraform 
    steps: 
    - task: TerraformInstaller@1 
      inputs: 
        terraformVersion: '$(terraformVersion)' 

    - task: TerraformTaskV4@4 
      displayName: terraform init 
      inputs: 
        provider: azurerm 
        command: init 
        backendServiceArm: '$(azureServiceConnection)' 
        backendAzureRmResourceGroupName: 'Terraform' 
        backendAzureRmStorageAccountName: 'tfstate' 
        backendAzureRmContainerName: 'state' 
        backendAzureRmKey: 'munki.tfstate' 
        workingDirectory: '$(System.DefaultWorkingDirectory)/infrastructure' 

    - task: TerraformTaskV4@4 
      displayName: terraform plan 
      name: plan 
      inputs: 
        provider: azurerm 
        command: plan 
        environmentServiceNameAzureRM: '$(azureServiceConnection)' 
        workingDirectory: '$(System.DefaultWorkingDirectory)/infrastructure' 
        commandOptions: | 
          -lock=true 
          -lock-timeout=300s 
          -var="azure_tenant_id=$(AzureTenantId)" 
          -var="azure_storage_connection_string=$(AzureStorageConnectionString)" 
          -var="devops_resource_infrasec_group_object_id=$(DevopsResourceInfrasecGroupObjectId)" 
          -var="devices_graph_id=$(DevicesGraphId)" 
          -var="devices_graph_secret=$(DevicesGraphSecret)" 
          -var="munki_username=$(MunkiUsername)" 
          -var="munki_password=$(MunkiPassword)" 
          -out=tfplan 

    - bash: | 
        if [ -s tfplan ]; then echo "##vso[task.setvariable variable=TerraformHasChanges]true"; 
else echo "##vso[task.setvariable variable=TerraformHasChanges]false"; fi 
      workingDirectory: '$(System.DefaultWorkingDirectory)/infrastructure' 
      displayName: detect changes 

    - task: TerraformTaskV4@4 
      displayName: terraform apply 
      condition: eq(variables['TerraformHasChanges'], 'true') 
      inputs: 
        provider: azurerm 
        command: apply 
        environmentServiceNameAzureRM: '$(azureServiceConnection)' 
        workingDirectory: '$(System.DefaultWorkingDirectory)/infrastructure' 
        commandOptions: '-auto-approve tfplan' 

# ───────────────────── Functions ───────────────────── 
- stage: DeployFunctions 
  dependsOn: TerraformInfra 
  jobs: 
  - job: Deploy 
    steps: 
    - task: UsePythonVersion@0 
      inputs: 
        versionSpec: '$(pythonVersion)' 
        addToPath: true 

    - bash: | 
        python -m pip install --upgrade pip 



Munki Cloud Infra Pipeline
Triggers on main when infrastructure/ or functions/ change 
Terraform init → plan → apply (if has changes) 
Terraform remote state saved in a central Azure Blob 
ZIP deployed to Linux Function App via service connection 
Secrets come from variable group



Munki Cloud Infra





Local Caching Servers
Local Mac Studio caching servers 
Each server has a dedicated queue it listens to 
Git force resets local, Git repo is the source of truth 
Local on prem FQDN different from cloud repo 
Local apache server running MAMP PRO on macOS 
Analogous to a RSS feed



Local Caching Servers



Local Caching Servers



~/DevOps/Munki/packages/CommitsListener 
├── build 
│   └── CommitsListener-2025.04.16.pkg 
├── build-info.json 
├── payload 
│   ├── LaunchDaemons 
│   │   └── ca.ecuad.macadmin.CommitsListener.plist 
│   └── Management 
│       └── CommitsListener 
│           ├── node_modules 
│           │   ├── @azure 
│           ├── package-lock.json 
│           ├── package.json 
│           └── service-bus-listener.js 
└── scripts 
    ├── postinstall 
    └── preinstall

Commits Listener



Commits Listener
Subscribes to a host-specific Azure Service Bus topic and 
waits listening for commit messages 
Uses a Entra Service Principal token from macOS keychain to 
authenticate to Azure DevOps Git Repo using  vso.code_full 
Hard-resets /Users/Shared/Munki, runs git pull, then 
downloads /pkgs,  /icons, and /catalogs from cloud bucket 
Logs every step to ~/Library/Logs/CommitsLister 

// service-bus-listener.js 

const fs = require('fs'); 
const path = require('path'); 
const { exec, spawn } = require('child_process'); 
const util = require('util'); 
const { ServiceBusClient } = require('@azure/service-bus'); 
const os = require('os'); 

const execAsync = util.promisify(exec); 

const connectionString = 'Endpoint=sb://commits-servicebus-
namespace.servicebus.windows.net/;SharedAccessKeyName=ListenOnlySharedAccessKey;SharedAccessKey=XXXXX'; 

const hostname = os.hostname().toLowerCase(); 
let topicName, subscriptionName; 

if (hostname.includes('pluto')) { 
    topicName = 'pluto-commits-servicebus-topic'; 
    subscriptionName = 'munki-repo-commits-subscription-pluto'; 
} else if (hostname.includes('proteus')) { 
    topicName = 'proteus-commits-servicebus-topic'; 
    subscriptionName = 'munki-repo-commits-subscription-proteus'; 
} else { 
    throw new Error('Unknown host. Unable to determine topic and subscription names.'); 
} 

// Helper to format timestamps for logging. 
function getFormattedTimestamp() { 
    const now = new Date(); 
    const vancouverTime = new Date(now.toLocaleString('en-US', { timeZone: 'America/Vancouver' })); 
    return `${vancouverTime.getFullYear()}-${(vancouverTime.getMonth() + 1).toString().padStart(2, '0')}-$
{vancouverTime.getDate().toString().padStart(2, '0')} ${vancouverTime.getHours().toString().padStart(2, '0')}:$
{vancouverTime.getMinutes().toString().padStart(2, '0')}:${vancouverTime.getSeconds().toString().padStart(2, '0')}
`; 
} 

// Setup log directories and streams. 
const logDir = path.join(process.env.HOME, 'Library', 'Logs', 'CommitsListener'); 
if (!fs.existsSync(logDir)) { 
    fs.mkdirSync(logDir, { recursive: true }); 
} 
const logStream = fs.createWriteStream(path.join(logDir, 'service-bus-listener.log'), { flags: 'a' }); 
const errorLogStream = fs.createWriteStream(path.join(logDir, 'service-bus-listener_error.log'), { flags: 'a' }); 

// Override console.log and console.error to log to file. 
console.log = (message) => logStream.write(`[${getFormattedTimestamp()}] ${message}\n`); 
console.error = (message) => { 
    // Filter out known non-critical errors. 
    if (!message.includes("fatal: could not read Password")) { 
        errorLogStream.write(`[${getFormattedTimestamp()}] ERROR: ${message}\n`); 
    } 
}; 

const serviceBusClient = new ServiceBusClient(connectionString); 
const receiver = serviceBusClient.createReceiver(topicName, subscriptionName); 

// Logs into Azure using the service principal and configures Git to use the access token. 
async function getSystemPassword(service, account, keychainPath) { 
    const command = `security find-generic-password -s ${service} -a ${account} -w ${keychainPath}`; 
    try { 
      const { stdout } = await execAsync(command); 
      return stdout.trim(); 
    } catch (error) { 
      console.error(`Error retrieving password from keychain: ${error.message}`); 
      return null; 
    } 
  } 
   
  async function azureLoginAndConfigureGit() { 
    try { 
      await execAsync( 
        'security unlock-keychain -p "XXXX" /Library/Keychains/AzureCreds.keychain' 
      ); 
   
      const servicePrincipalId = 'XXXXX'; 
      const tenantId = 'XXXXX'; 
      const keychainPath = '/Library/Keychains/AzureCreds.keychain'; 
      const service = 'azure-service-principal'; 
   
      // Now try to retrieve the password. 
      const password = await getSystemPassword(service, servicePrincipalId, keychainPath); 
      if (!password) { 
        console.error('Azure service principal password not found in system keychain.'); 
        process.exit(1); 
      } 
   
      console.log('Attempting Azure login...'); 
      await execAsync( 
        `/opt/homebrew/bin/az login --service-principal -u '${servicePrincipalId}' -p '${password}' -t '$
{tenantId}'` 
      ); 
   
      const { stdout: accessToken } = await execAsync( 
        "/opt/homebrew/bin/az account get-access-token --query accessToken -o tsv" 

sb://commits-servicebus-namespace.servicebus.windows.net/;SharedAccessKeyName=ListenOnlySharedAccessKey;SharedAccessKey=XXXXX
sb://commits-servicebus-namespace.servicebus.windows.net/;SharedAccessKeyName=ListenOnlySharedAccessKey;SharedAccessKey=XXXXX


Commits Listener
// service-bus-listener.js 

const fs = require('fs'); 
const path = require('path'); 
const { exec, spawn } = require('child_process'); 
const util = require('util'); 
const { ServiceBusClient } = require('@azure/service-bus'); 
const os = require('os'); 

const execAsync = util.promisify(exec); 

const connectionString = 'Endpoint=sb://commits-servicebus-
namespace.servicebus.windows.net/;SharedAccessKeyName=ListenOnlySharedAccessKey;SharedAccessKey=XXXXX'; 

const hostname = os.hostname().toLowerCase(); 
let topicName, subscriptionName; 

if (hostname.includes('pluto')) { 
    topicName = 'pluto-commits-servicebus-topic'; 
    subscriptionName = 'munki-repo-commits-subscription-pluto'; 
} else if (hostname.includes('proteus')) { 
    topicName = 'proteus-commits-servicebus-topic'; 
    subscriptionName = 'munki-repo-commits-subscription-proteus'; 
} else { 
    throw new Error('Unknown host. Unable to determine topic and subscription names.'); 
} 

// Helper to format timestamps for logging. 
function getFormattedTimestamp() { 
    const now = new Date(); 
    const vancouverTime = new Date(now.toLocaleString('en-US', { timeZone: 'America/Vancouver' })); 
    return `${vancouverTime.getFullYear()}-${(vancouverTime.getMonth() + 1).toString().padStart(2, '0')}-$
{vancouverTime.getDate().toString().padStart(2, '0')} ${vancouverTime.getHours().toString().padStart(2, '0')}:$
{vancouverTime.getMinutes().toString().padStart(2, '0')}:${vancouverTime.getSeconds().toString().padStart(2, '0')}
`; 
} 

// Setup log directories and streams. 
const logDir = path.join(process.env.HOME, 'Library', 'Logs', 'CommitsListener'); 
if (!fs.existsSync(logDir)) { 
    fs.mkdirSync(logDir, { recursive: true }); 
} 
const logStream = fs.createWriteStream(path.join(logDir, 'service-bus-listener.log'), { flags: 'a' }); 
const errorLogStream = fs.createWriteStream(path.join(logDir, 'service-bus-listener_error.log'), { flags: 'a' }); 

// Override console.log and console.error to log to file. 
console.log = (message) => logStream.write(`[${getFormattedTimestamp()}] ${message}\n`); 
console.error = (message) => { 
    // Filter out known non-critical errors. 
    if (!message.includes("fatal: could not read Password")) { 
        errorLogStream.write(`[${getFormattedTimestamp()}] ERROR: ${message}\n`); 
    } 
}; 

const serviceBusClient = new ServiceBusClient(connectionString); 
const receiver = serviceBusClient.createReceiver(topicName, subscriptionName); 

// Logs into Azure using the service principal and configures Git to use the access token. 
async function getSystemPassword(service, account, keychainPath) { 
    const command = `security find-generic-password -s ${service} -a ${account} -w ${keychainPath}`; 
    try { 
      const { stdout } = await execAsync(command); 
      return stdout.trim(); 
    } catch (error) { 
      console.error(`Error retrieving password from keychain: ${error.message}`); 
      return null; 
    } 
  } 
   
  async function azureLoginAndConfigureGit() { 
    try { 
      await execAsync( 
        'security unlock-keychain -p "XXXX" /Library/Keychains/AzureCreds.keychain' 
      ); 
   
      const servicePrincipalId = 'XXXXX'; 
      const tenantId = 'XXXXX'; 
      const keychainPath = '/Library/Keychains/AzureCreds.keychain'; 
      const service = 'azure-service-principal'; 
   
      // Now try to retrieve the password. 
      const password = await getSystemPassword(service, servicePrincipalId, keychainPath); 
      if (!password) { 
        console.error('Azure service principal password not found in system keychain.'); 
        process.exit(1); 
      } 
   
      console.log('Attempting Azure login...'); 
      await execAsync( 
        `/opt/homebrew/bin/az login --service-principal -u '${servicePrincipalId}' -p '${password}' -t '$
{tenantId}'` 
      ); 
   
      const { stdout: accessToken } = await execAsync( 
        "/opt/homebrew/bin/az account get-access-token --query accessToken -o tsv" 

Azure Service Bus ) 

Amazon SQS  

Samples: https://github.com/rodchristiansen/munki-devops/
tree/main/local-caching

sb://commits-servicebus-namespace.servicebus.windows.net/;SharedAccessKeyName=ListenOnlySharedAccessKey;SharedAccessKey=XXXXX
sb://commits-servicebus-namespace.servicebus.windows.net/;SharedAccessKeyName=ListenOnlySharedAccessKey;SharedAccessKey=XXXXX
https://github.com/rodchristiansen/munki-devops/tree/main/local-caching
https://github.com/rodchristiansen/munki-devops/tree/main/local-caching
https://github.com/rodchristiansen/munki-devops/tree/main/local-caching






Dynamically switching 
between on/off prem with 
munki preflight
Sends a lightweight HTTP HEAD to URLs 
If the mirror answers 200 OK within ~3 s, it is picked  
Result is written to SoftwareRepoURL and logged, then 
the script exits



Python preflight sample:  
https://github.com/rodchristiansen/munki-devops/blob/main/preflight/python/payload/preflight

Preflight pkg samples



Preflight pkg samples
Swift preflight sample: 
https://github.com/rodchristiansen/munki-devops/blob/main/preflight/swift/src/Sources/Preflight/main.swift

https://github.com/rodchristiansen/munki-devops/blob/main/preflight/swift/src/Sources/Preflight/main.swift


Admins local working copies 
Git Repos 
Git Hooks 
CI/CD Pipeline 
Cloud serverless infra 
Updating local cache 
Dynamic Repo URL

Fully DevOps Munki
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An example  
for Mobile configs





Intune

CI/CD 
Pipelines Graph 

API

Munki manifest managed_profiles array 
Munki Manifest = Entra assignment group

Entra
Manifest: Assigned/Staff/IT/B1115/RodChristiansen 

Entra group: Devices-Assigned-Staff-IT-B1115
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Macs Windows

Cimian is a DevOps Software 
Deployment System for 
Windows that can install 
MSI(X), EXE, NUPKG, and 
run PWSH scripts.



Macs Windows

app_usage_monitor 
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Windows

app_usage_monitor.exe 

makecatalogs.exe 

makepkginfo.exe 

managedsoftwareupdate.exe 

manifestutil.exe 

cimiimport.exe 

cimiipkg.exe

https://github.com/windowsadmins/cimian/tree/dev



Windows

app_usage_monitor.exe 

makecatalogs.exe 

makepkginfo.exe 

managedsoftwareupdate.exe 

manifestutil.exe 

cimiimport.exe 

cimiipkg.exe

https://github.com/windowsadmins/cimian-pkg



Macs Windows

Next 
year!



Fully Running our Munki Repo Operations in DevOps




